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Abstract: In this paper we uill analyze the performance of the Solovay and
Strassen probabilistic primality testing algorithm. We will shou that

iterating Solovay and Strassen’s algorithm r times, using independent
random numbers at each iteration, results in a test for the primality of
any positive odd integer, n>2, with error probability 8 (if n is prime),

error probability at most 4" (if n is composite and non-Carmichael), and
error probability at most 27" (if n is composite and Carmichael).
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Introduction

Several years ago, R. Solovay and V. Strassen (5] developed a
probabilistic algorithm for determining whether or not a positive odd
integer, n>2, is prime. The algorithm consists of choosing a random

number, a, from a uniform distribution on the set of integers {1,2,...,n-1}

and then determining if

( either (a,n)=1*
(1) i
{ .or a(“'l)lzt(g)(mod n) X
Letting Wy(a) denote the condition (1), it is clear that W,(a) will not

hold if n is prime. Therefore, if W,{a) holds, n must be composite and
thus the algorithm can simply halt and say "n is composite.” However, if
Wn(a) does not hold, it is not certain that n is prime. In the case where
Wh(a) does not hold, the algorithm can either repeat itself choosing a neu
independent random number or else simply halt. If the algorithm halits in
this case, houwever, it is required to sag "nis prime“ even though this may
not be the correct answer,

Letting ﬁn={ai1 | 1<a<n and W,(a) does not hold}, Solovay and Strassen
(5] were able to:shou that if n is positive, odd and composite,

IHpl < 3(n-1).

* (a,n) denotes gedia,n) . 7 el (g) is the Jacobi symbol




Therefore, for all such n, the probability of their algorithm giving an
incorrect ansuwer after a single iteration is at most 1/2. Further, their
algorithm will always give the correct ansuwer if n is prime. Thus,
iterating Solovay and Strassen’s algorithm r times, using independent
random numbers at each iteration, results in a test for primality with
error probability @ (if n is prime) and error probability at most 2°7 (if n
is positive, odd and composite).

In this paper we will show that if n is positive, odd, composite and

non-Carmichael,

|l < 2in-1).
This result will follow as the corollaries of two new number theoretjc
theorems which will be stated here and proven in the next section.
Theorem 1:

Let n=p5l-p%2-...pSZ where z is any positive infeger (z21), the ey are
all positive integers (l1<i<z), and the py are all distinct odd primes
(py>2). 1f A={aeZ | 1<a<n and (a,n)=1 and a“"lwzs(ﬁ)(ﬁcd n}}, then
| 1Al < T2, (ps-1).

Theorem 2:

Let n=p§1:p52-...:pS2 where z is any positive integer such that z22,
the ey are all positive ihtegers (1<i<z) such that at least one ej (lgj<z)
is odd, and the p; are all distinct odd primes (py>2). 1If

A={aeZ | 1<a<n and (a,n)=1 and a(mq)’zE(%)imod n}
and
B={aeZ | lsa<n and (a,n)=1 and a" =1 (mod n)}

then A g B.



Finally, we would like to mention that we have recently become auare
of a new result by Louis Monier [6] which gives a closed form for |W,|. HWe

feel, houever, that the proof of our results are still of interest.

Proofs of Theorems

Theorem 1:

Let n=p§1-p§2-...-pS2 uhere z is any positive integer (z21), the ey are
all positive integers (l<i<z), and the p; are all distinct odd primes
(p>2). 1f A={aeZ | l<a<n and (a,n)=1 and a{"1)/2=(2)(mod n)}, then

|A] = :-1{pi_1)'

Proof of Theorem 1:

A={aeZ | 1sa<n and (a,n)=l and a““lwzz(ﬁ)(mod m}
c{aeZ | B<a<n and (a,n)=1 and a{"1/2z4] (mod n)}
c{aeZ | Bsa<n and (a,n)=1 and a" !=l(mod n)}

c{aeZ | B<a<n and a""!=l(mod n)}.

If we let f(h)=h""1-1 and B={aeZ | Bsa<n and f(a)=B(mod n)}, then we have

that

and thus

(1.8) IA] < [B].

Nou let By={aeZ | @sa<p$i and f(a)=@(mod p$1}.




Since f(h) is an integral polynomial (i.e. f(h) has only integer
coefficients), the cardinality of B is simply the number of incongruent
roots of f{h)=B(mod n), and the cardinality of By is simply the number of
incongurent roots of f(h)=B(mod p§i), we have the relation

£1:1) IB| = ﬂ§=1|81| (Theorem 122 in [3]).
We must nouw to derive an upper bound on |Bj]. We first present the
following lemma and then show how it can be used to obtain the bound

IBil<pi-1.

Lemma 1:

If x,y € By and x=y(mod p;} then x=yu.

Proof of Lemma 1:

(Lemma 1 follows from Theorem 5.38, case (a) in [1]. We
present here, however, a slightly more direct proof.)

Case (ey=1):
x,U € By = Bsx<p; and Bsy<p;
= x(mod bilnx and ylmod pji)=y.
Thus, x=y(mod p;} = x=y.
Case (e;22):
Assume (ulog) that x2y.
Since x,y € By, ue have that
( f(x)=B(mod p5i) Bex<p§i
(1.2) {
{ f(y)=B(mod p§1) Bsy<p§i.
Further,

ng(mod pi)



(1.3) > x=k,pi#y [for some integer Bsky<p§i~l.
Substituting for x in (1.2),
}( f (kyps+y) =8 (mod pS1)
i £ (y) =@ (mod p51)

and more explicitly

{ (kypys+u) "=l (mod p%Y)
(1.4%
{ u"!=1(mod pS1).

From (1.4), however, (kips+u)™ *=y" 1 (mod p5¥)
= (kyp+u) " -y" =B (mod p%)
> [2'?'1("71)g"'1'j{k1p,-l3]—g“"§0(mod p51)
(1.5) = [Z0(" )" I kyps) =B (mod BN
Defining S; and S; as
Si=[£33(" ""'-‘*fklpu’i
Sg= [ZJ,Z( . ) 13 (kyp4) 9],
.we have that

Slz52+[(nil )gn'l'l(klp.,l 1]

s 51=5,+(n-11y" 2 (kpy) .

Further, from (1.5), the definition of S;, and the fact that p% will
divide every term in S;, we can shou that
$1=8(mod p37) = p§IS; = piIS:
> p?|S,+(n-11y"2(kypy)
s pil(n-11y™2(kypy) -
Notice, houever, that
piln = pifn-1

and




pify"! = py"i
Thus,
(1.6) pilkips = pilky.
Further, if e;23 then ‘we can apply (1.6} to shouw that pg Wwill divide
every term in S, and thus
p3i1S; = piIS)
3 pdIS+(n-11y"2(k,py)
2 p3l (n-1)y" 2 (kypy)
» pilkipy = pilk.
We can continue this argument, however, until we have shown that
(1.7 5115y = pTiT ik
Therefore, from (1.3) and (1.7}, uwe have that
Bk <p§iTt = k=8
and thus
X=y.

This concludes the proof of Lemma 1.

Using Lemma 1, ue derive the upper bound on |By| as follous:
1f xeB; = f(x)=B(mod pS1) and Bsx<pSi
= f(x)=B(mod p;) and B<x<pSi
{1.8) = x""!=1 (mod p;) and Bsx<p§i.
Letting x(mod pj)=x~
3 x=Kyp+x”, Bsx"<py, and x"€Z [for some integer k,28].
Substituting now for x in (1.8) yields (kpy+x’)""1=1(mod py)

= [kypi{mod pi)+x” (mod p1)]"'151{mod py)



» [x’{mod p;)1" =1 (mod py)
= (x’)"1=1 (mod pjy)
=» f(x’)=B(mod p;) and Bsx’<p; and x’eZ.
1f we define Di={aeZ | Bza<p; and f(a)=B(mad pﬂ}. then we have shoun that
x € By » x’ é D,

Therefore, for any xeB; we can shouw that x“eD; uwhere x"=x(mod pjy) as
defined above. Further, by Lemma 1, for each distinct xeBy, there will be
a distinct x"eD; [i.e. If xeB; and yeB; and xEy(mod py}, then x=yl.
Thus,

(1.9) Byl < 1041

Notice, however, that |Di|<ps-1 since f(8)#@(mod p;) and there are
_ pnlg pi-1 other possible values of a in the range B<a<py. Combining this
fatf'uith (1.9), we have

IBil = py-1

and thus from (1.8) and (1.1)

1Al < IBI = TI3,,1B4l s TIZ,, (py-1).

0
Corollary 1:
Let n=p§l-p§2-...-pS2 ;5 =z21; e;2l [lsisz); max(ey)22; all py are

distinct odd primes. The cardinality of the set E; satisfies the following

relation:

Ul < 3tn-10.

Proof of Corollary 1:

Since n satisfies the conditions of Theorem 1 and the set ﬁn is




exactly the same as the set A defined in Theorem 1:

| lUn] < TI%,,(ps-1).
Therefore,
[Unl/ (n=1) = |Wal {[M2, (05 7)]-13
< {15, -1 AN, (p39))-1}
< {n., -1 }/{NZ,, (-1}
Z_,[(ps-11/ (p51-11]

(pj-11/(p%-1) [for some j such that e;22]

IA

IA

174.

Thus,

[Wal 7 (n-1)

IA

174

» [Wyl < 2in-1).

Theorem 2:

Let n=p§l.p32....:p82 uhere z is any positive integer such that z22,
the e; are all positive integers (lsisz) such that at least one e; (15jsz)
is odd, and the p; are all distinct odd primes (py>2), If

- As{aez | 1sa<n and (a,n)=1 and a“"lv?s(g)(mod n)}
' and
B={aeZ | lsa<n and (a,n)=1 and a""!=l(mod n)}

then A.g B.

Proof of Theorem 2:

It is clear that any element of A is an element of B and thus AcB.



It therefore only remains to be shoun that there exists some element of B
which is not an element of A. The proof of this fact will be broken into
tuo parts:

1) There exists some p; (l<j<z) such that ej is odd and the highest

power of 2 dividing (p;-1)/2 is strictly less than the highest power of 2

dividing n-1.
2) There exists some p; (lsjsz) such that e; is odd and the highest

pouer of 2 dividing {p;=1}/2 is greater than or equal to the highest pouer

of 2 dividing n-1.

Case (1):

We first prove the existence of a ceB such that.(g)--l.
Let t be the highest power of 2 dividing (pj-llIZ; [tei2%2%,...1)
We then have that

(2.0) t|(p-11/2 and 2t (p;-11/2

(2.1) = t|in-1 and 2t|n-1.

Now let b be such tﬁat th—l(modrp?i).
We prove the existence of such a b by induction on t as fol lows:
For t=20:
1f we let b=-1, then b'=(-1)*=-1(mod p§J).
For t=2% (s>8):
Assume there exists a b’ such that (b”)%Y2=-1(mod p$d) and we
will show that there exists a b such that b'=-1(mod p$d) [Note - t/2

will be a positive integer since t=2° (s>8)].



10

If we let b be such that b%=b’ (mod p%il. then from the definition

of b”,
bt=n?(t/2)=(p?) Y22 (b7) Y221 (mod pSd).

Thus we must simply show that b” is a quadratic residue modulo
p?i. But, b” is a quadratic residue modulo p%i if and only if b” is a
quadratic residue modulo pj. Further, b’ is a quadratic residue
modulo pj if and only if:

(g;)s(b')<91'1)’?altmod Pyl
From (2.8) and the definition of b”, houever,
b’) (pj-.l)IZE(bf) t(ka)E(b’) 2(t/2)(k3)
=((b") Y2 2k3)= (1) Ak3)=1 k3= (mod pj) .
[for some positive integer kj) -

Thus we conclude that such a b does in fact exist.

Now let c be such that:
( c=b(mod p39)
(2.2) 4 -
{ c=l(mod p5i) [for lgi<z and i=jl.
Since the moduli of the congruences (2.2) are all relatively prime in

pairs, we can apply the Chinese Remainder Theorem to compute such a

z €
c S 1=1pj10

Further, it can easily be shoun that
pijfc and

pilc [for l<isz and i#jl.
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Thus .none of the factors of n (other than 1) will divide ¢ and therefore ue

have

(2.3} {c,n}=1 and lsc<n.

From (2.2), houever,
c" =1 (mod p§i) [for 1<i<z and i%j)
and from (2.1) and the definition of b,
oM 1zpn-1zp2(t)(ke)z (ot 2kadz (1) 2Ke)=1 M=l (mod B30 -

[for some positive integer kgl

Therefore,
( c"!=1(mod p§d)
(2.4) £
{ c"1=1(mod pi) [for 1sisz and i=jl.

Since the moduli of the congruences (2.4) are all relatively prime in

pairs, houever, we have .

(2.5) "=l (mod M1%, p5Y).

Thus, combining (2.5) and (2.3),
1<c<n and (c,n)=1 and c™ =1 (mod n)
= c € B.

We must nou shou that (%)=-1. From (2.2) and the definition of (g) (for any

positive odd prime p),houever,

(8, )=ctPi2)/221(Pi-2)/22) (nod py)  Ifor 1sisz and ixjl.
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Further, from (2.8), (2.2}, and the definition of b,
C Vzolpy-1)/2zp(pi-1)/2z tks )z (b k52 (1) *5=.
(pj) c P31V 22(p3-10/ 225t ks )z (pt) k5= (-1) *5=-1 (mod py) .

{for some positive odd integer kgl

Therefore,

and so uWe have

(BHE)H B (g o

Thus we have proven the existence of a ceB such that (%)s—l. It nou
remains to demonstrate an element of B which is not an element of A.
Notice, houever, that if c!™1)/2£_1 (mod n), then c¢A and thus ceB while

c¢A. Otheruise, if c{"1M2=_1 (mod n), then we can appiy Lemma 2 to obtain

the desired c’eB, c’¢A.
Lemma 2:
Given a ceB such that c("qJ/?E-llmod n}, a ¢’ can be constructed such

that c’eB and c’¢A.

Proof of Lemma 2:

Let c” be such that:
( c’=c(mod p5d)

(2.86) %
{ c¢’=l(moc p&1) [for lsisz and i=jl.

Since the moduli of the congruences (2.6} are all relatively prime in
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pairs, we can apply the Chinese Remainder Theorem to compute such a

’ e
g 5 n:.lpii'

Further, it can easily be shoun that
pjfc’ and

pifc” [for 1<isz and i=jl.

Thus, none of the factors of n (other than 1) will divide ¢’ and therefore
we have:
(2.7) (c’,n)}=1 and 1gc’<n.

From (2.6). and the definition of ¢, houever, we have that
( (e™¥=1"1=1 (mod p§1) [for 1sisz and ixj]
!
)
U ()™ 1me™ 1= (e 1)/2) 22 (1) 221 (og p3d.

Tﬁerefore.
( (c’)" =1 (mod p$1)  [for 1<isz and izjl

(2.8) {

{ (e")" =1 (mod p3J).

Since the moduli of the congruences (2.8) are all relatively prime in

pairs, however, we have

(2.9) (c’)"1=1 (mod ni.p3h

Thus, combining (2.7) and (2.8), we have that
lsc’<n and (c’,n)=1 and (c’)™ =1 (mod n)

= c’eB.
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Once again applying (2.8) and the definition of c, however, we obtain

(¢} (n1)/22) (0-1)/221 (nog pS1)  [for 1sisz and i=j]

g i,

{cr} (n-l)/ZEc(n-l)IZE_l (mOd D?j) ) E

Therefore,
e} (122 (mod p&1)  [for 1gisz and ixj)

v —

(e’) (" 12=_1 (mod pS4).

But, for any positive integer a,
al" 1221 (mod n) » al™1¥2=1 (mod p§1) [for all i)

. ) (1221 (mod n).

Further, for any positive integer a,
'a("'l)/ZE—lgmod n) = al"™1M2=_1 (mod p§i) [for all i)

- (e) 12 1 (mod n).

Thus, A
(c”) (122,41 (mod n) = (c'}‘"'”“.*.(g')(mod n)
>c’ ¢ A,

This concludes the proof of Lemma 2 and Case (1),

Case (2):

In this case, we can prove directly the existence of an element of B

which is not an element of A.

Let v be the highest pouer of 2 dividing (n-1)/2. tvei2°,2},...1]

We then have that
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(2.108) v|(n-1)/2 and 2v[(n-1)/2
(2:11) = 2vin-1 = 2v|(p;-11/2 = v|(py-11/2.

Let d be such that d'=-1(mod p%i).
We prove the existence of such a d by induction on v as follous:
For v=2%
If we let d=-1, then d'=(-1)¥=-1(mod p33.
For v=2°% (s>8):
Assume there exists a d’ such that (d*)¥/2=-1 (mod p?i) and ue
will shou that there exists a d such that d'=-1(mod p?31 [Note - v/2
will be a positive integer since v=2° (s>8)].
If we let d be such that d?=d’ (mod p?i). then from the definition
of d’,
dv=a2{¥/2)=(4?) V2= (d") /?=-1 (mod p3I).
Thus we must simply show that d’ is a guadratic residue modulo
p33. But, d’ is a quadratic residue modulo p§d if and only if d” is a
quadratic residue modulo pj. Further, d’ is a quadratic residue
modulo pj if and only if:
| (€")=(a"1(P31)72=1 (mod py).

k]
From (2.11) and the definition of d“, houever,

{dt] (pJ-l)IZE(dr) v(kG)E(d'] Z(V/Z)(ks}
=((d") V2 Uke)= (1) 2k6)=1 *6=] (mod pjy) .
[for some positive integer kgl

Thus we conclude that such a d does in fact exist.
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Nou let e be such that:

{ e=d(mod p?ﬂ
(2.12) 4

{ e=l(mod p§i) [for lgisz and i=jl.

Since the moduli of the congruences (2.12) are all relatively prime in
pairs, we can apply the Chinese Remainder Theorem to compute such an

e
e s n:zlpii‘

Further, it can easily be shoun that
pjle and

pife [for l<isz and i=jl.

Thus none of the factors of n (other than 1) will divide ¢ and therefore we
have

(2.13) {e,n)=1 and 1<e<n.

From (2.12), houever,
e""1=1 (mod p§i) [for 1<is<z and i%jl
and from (2.18) and the definition of d,

en-IEdn-iEdZ(V)(kﬂE(dV} 2(&7)5{_1}Z(k7)-=-1k;51 (mod p?‘n .

[for some positive integer kj]

Therefore,
( e"1=1(mod p%d)
(2.14) 1
{ e"l=1(mod pSi) [for lgis<z and i=jl.

Since the moduli of the congruences {(2.14) are all relatively prime in
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pairs, houever, uWe have

(2.15) e""'=1 (mod 15, ,P%Y

Thus, combining (2.13) and (2.15), we have that
1<e<n and (e,n)=1 and e" =1 (mod n)

> e € B.

Once again applying (2.12), houever, we obtain
g(n-1)/221(n-1)/221 (mod p§1) [for lsisz and i#j]
and from (2.18) and the definition of d,

e{n-1)/2z(n-1)/22v(ke)z (pY) ko= (-1) 8=-1 (mod p3d).

[for some positive odd integer kgl

Therefore,
( e{"1)V/2z] (mod p§i) [for 1sisz and i#j)
’
\
{ el 1)/2=_1 (mod pS9).

But, for any positive integer a,
a{"1)/2=1 (mod n) = a‘"1V/2=1 (mod p31) [for all i)

s ™12 (mod n).

Further, for any positive integer a,
aln-1)/2=_1 (mod n) = a{"1V2=_1(mod p§¥) [for all il

5 elm1)/2¢ 1 (mod n).
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Thus,
el" 12241 (mod n) = e("d)lzi(g)(NOd n)

» e ¢ A.

Therefore uwe have proven the existence of an eeB such that egA.

Corollary 2:
Let n=p§l-p32-...-p52 ;3 222; ey=l llsiSz];‘ all p; are distinct odd
primes. The cardinality of the set ﬁn satisfies the following relation:

lﬁnl < %(n-l) if n is non-Carmichael

[Wal < 3(n-1) if n is Carmichael.

Proof of Corollary 2:

Let A and B be the sets as defined in Theorem 2. Since n satisfies the
conditions of Theorem 2 and the set ﬁ; is exactly the same as the set A:
ﬁn ¢ B.
We notice, however, that ﬁn and B are both groups under multiplication (mod
n) and thus

(2.16) IHal < 3181,

Further, it is clear that |B|sn-1 since there are only n-1 possible values

of a in the range ls<a<n.
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Therefore,

|Ual < 3(n-1).
Now, let C={aeZ | 1ga<n and (a,n)=1}.

It is clear that any element of B is an element of C. Further, if n is a
non-Carmichael number, then by definition there exists some w such that:

B<u<n and (u,n)=1 and W™ 1£1 (mod n).

Thus,

weC and wegB.

Therefore, if n is non-Carmichael,

B ¢ C.

We notice, however, that C is also a group under multiplication (mod n) and

thus if n is non-Carmichael,

1B] < 3ICI.

Further, it is clear that |C|sn-1 since there are only n-1 possible values

of a in the range l<a<n.

Therefore, if n is non-Carmichael,

(2.17) 1B s itn-1).




20

Thus from (2.16} and (2.17), if n is non-Carmichael,

[Wal < 31B] < 1 -10) = dn-1).

1
2

We therefore have,

lﬁnl < %{n-l} if n is non-Carmichael

iﬁﬁl < %(n-l} if n is Carmichael.

Conclusions

From Corollaries 1 and 2, ue have the result that if n is positive,

odd, composite and non-Carmichael,

[Ual < 3n-1)
and if n is positive, odd, composite and Carmichael,

[Ual < 3n-1).
Therefore, for all such non-Carmichael n, the probability of Solovay and
Strassen’s algorithm giving an incorréct ansuer after a single iteration is
at most 1/4, Further, for all such Carmichael n, the probability of Solovay
and Strassen’s algorithm giving an incorrect answer after a single
iteration is at most 1/2 (as was also shoun in [5]}. Thus, iterating
Solovay and Strassen’'s algorithm r times, using independent random numbers
at each iteration, actually results in a test for the primality of any
positive odd integer, n>2, with error probacility 8 (if n is prime), error

probability at most 4™ (if n is composite and non-Carmichael), and error

probability at most 27" (if n is composite and Carmichael).

Finally, we would like to point out that Theorems 1 and 2 can in fact
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be used to prove much better bounds on |ﬁ,,| for many different classes of
integers. (eg. |Hal < (n-1)/13 if n is positive, odd and contains as a
factor a prime to a power 3 or greater, W] s (n-1)/26 if n is positive,
odd, not a prime power and contains as a factor a prime to an odd power 3

or greater)
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